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PRACTICAL : 1 
NETWORK COMMANDS 

 
AIM :  Study of modern Network commands. 



 
REFERENCE : UNIX internal Manual utility. 
 
THEORY : 
Some of the  Network commands are listed below. 
PING 
The ping command sends echo requests to the host you specify on the command 
line, and lists the responses received their round trip time. 

Simply use ping as: 

$ ping ip_address or host_name 
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To stop ping use CTRL -C (break). 

ping command has various options : 

1) -i  interval 

$ping ipaddress -i 60 

    Here interval 60 specifies that ,send one ICMP packet every 60 seconds. 

2) -c count 

$ping ipaddress -c 3 

The command will be terminated automatically after sending three ICMP 
packets to the requested host.It stops  after  sending  3 ECHO_REQUEST 
packets.  

 

3)  -s packetsize 

  Specifies the number of data bytes to be sent.  The default  is 56, which 
translates into 64 ICMP data bytes when combined with  the 8 bytes of ICMP 
header data. 

IFCONFIG:  

This command is used to configure network interfaces, or to display their 
current configuration. If no arguments are given, ifconfig displays the status  of  
the  currently active interfaces. If a single interface argument is given, it 
displays the status of the given interface only; 

If a single -a  argument  is  given,  it displays the status of all interfaces, even 
those  that are down.   

 We can use this command to activate and deactivate interfaces with the 
"up" and "down" settings. 

Examples: 

$ ifconfig 



 Displays information of all currently active interfaces 

$ ifconfig eth0 

 Displays information of interface eth0 (ethernet 0) only. 

$ ifconfig -a 

Displays information of all active as well as inactive interfaces. 

 
Usually ifconfig lists following information about the interface. 

�   Interfaces that are currently up. 

�   Ethernet hardware address as well as inet(IP) address of the interface. 

�   Maximum transmission Unit(MTU) 

�  Number of packets transmitted on the interface and number of packets received 
on the interface with all statistics. 

TELNET  

 Telnet is a TCP/IP application that provides remote terminal services. 
Telnet allow a user from his or her network workstation to log in to a remote 
network station across the network and act as if the terminal station directly 
connected. 

 The user starts the TELNET protocol at the terminal by typing 

 telnet <domain name or IP address> 

e.g:  $telnet 8.6.2.1 OR 

        $telnet ninad 

 The Telnet application would start and attempt to establish a connect to 
the remote device. If an argument was not supplied , TELNET would wait for the 
user to OPEN a connection using the DNS or IP address. 

NETSTAT :  

Print network connections, routing tables, interface statistics  and multicast 
memberships.  

By default, netstat displays a list of open  sockets.   If  you  don’t  specify  any  
address families, then the active sockets of all configured address families will be 
printed. 

Various options can be used with netstat are : 

1) -r 
$netstat -r 

shows kernel IP routing table. 

2) -i 
$netstat -i 

provides information on the interface. The loopback interface is called lo. 

3)    -t : Displays information of all TCP sockets  

    -u : Displays the information of all UDP sockets 

    -x : Displays the information of all UNIX internal  sockets. 



4)   -a 
 Your default netstat command does not displays sockets that are in 
LISTENING mode. Use switch -a to display both listening and non-listening 
sockets. 

TRACEROUTE  

        traceroute will actually show the route. It attempts to list the series of hosts 
through which your packets travel on their way to a given destination. It traces 
path to destination discovering MTU  (Maximum transmission Unit) along  this  
path. 

$ tracepath 8.6.1.20 

 

RLOGIN:  

Short for remote login.  Rlogin command logs into a specified remote host and 
connects your local terminal to the remote host.  

Examples: 

�   To log in to a remote host with your local user name, enter:  

    $rlogin host2 

You are prompted to enter your password and then are logged in to the remote 
host host2. To logoff the remote host, and close the connection, enter ~. (tilde, 
period). 

�   To log in to a remote host with a different user name, enter:  

 
$ rlogin host2 -l dale 

 
You are prompted to enter your password and then are logged in to the remote 
host host2  with the user name dale .  

To logoff the remote host, and close the connection, enter ~. (tilde, period).  

 

POST LAB ASSIGNMENT: 

1) What is the difference between traceroute and tracepath command ? 

2)  List and explain any two Network commands not listed above. 

 

         

 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 

 
PRACTICAL  : 2  

NETWORK SOCKET PROGRAMMING 
 
AIM : Implementing Client /Server model using Stream Socket (Connection 
oriented Socket ).Implementing DayTime server utility using Stream socket .  
The Client application first establishes a connection with the server using TCP 
socket. When server accepts the connection ,it returns  the  current date and time 
to the client. 
            
REFERENCES :  
Unix Network Programming :The Socket Networking API by W.Richard Steven 
 
THEORY: 
The place to start when implementing a network application is the 'interface 
exported by network'. Generally all operating systems provide an interface to its 
networking sub system. This interface is called as the 'Network Application 
Programming Interface' (Network API) or socket interface. 
 
The SOCKET is a point where a local application process attaches to the network. 
The socket is a special file in UNIX. The socket interface defines various 
operations for creating a socket,  attaching the socket to the 
network,sending/receiving messages through the socket and so on.. Any 
application uses a socket primitive to established a connection between client and 
server. 
 
Types of Internet Sockets: 
There are two types of Internet socket: 
1) stream socket : stream sockets are also called connection oriented sockets. 
2) Datagram  socket : Datagram sockets are called connectionless sockets. 
 Stream sockets are reliable two-way connected communication streams. 
If you output two items into the socket in the order "1, 2", they will arrive in the 
order "1, 2" at the opposite end. They will also be error free. Telnet  application 
and  HTTP protocol uses stream sockets. Stream sockets  use a protocol called 
"The Transmission Control Protocol"(TCP). TCP makes sure your data arrives 
sequentially and error-free.  

       Datagram sockets are also called connectionless sockets. They are 
unreliable. If you send a datagram, it may arrive arrive out of order. If it 
arrives, the data within the packet will be error-free. You don't have to 
maintain an open connection as you do with stream sockets. You just build a 
packet, slap an IP header on it with destination information, and send it out. No 
connection needed. They are generally used for packet-by-packet transfers of 
information. Sample applications: tftp,bootp , etc. 

 
ELEMENTARY OF STREAM (TCP) SOCKET: 



1) SOCKET() 
 To perform network I/O , the first thing a process must do is call to the 
socket function. 
 # include <sys/socket.h> 
int socket(int family,int type,int protocol); 
 returns -1 on error. 
Here family specifies the protocol family. The family can be one of the following. 
   AF_INET    Internet protocol 
   AF_UNIX  Unix internal protocol 
   AF_NS  Xerox NS protocol 
Here AF prefix stands for “Address Family” 
The second argument, socket type can be one of the following. 
 SOCK_STREAM  Stream socket 
 SOCK_DGRAM  Datagram socket 
 SOCK_SEQPACKET  Sequences packet socket 
 SOCK _RAW  Raw socket. 
 
The third argument to the socket system call is usually set to 0. 
On success the socket function returns a small non-negative integer value, similar 
to file descriptor. 
 
2) CONNECT () 

The connect function is used by a TCP client to establish a connection with a 
TCP server. 
# include <sys/socket.h> 
 int connect(int sockfd , (const struct sockaddr*) &servaddr, socklen_t 
addrlen); 
 Returns 0 on success and -1 on error. 

�  Here 'sockfd' is a socket descriptor returned by a socket function. 
�  The second and the third arguments are a pointer to a socket address structure 

and its size. Here the socket address structure servaddr must contain the IP 
address and port number of the server.  

 
3) BIND() 

The server's port is bound to the socket by filling in the Internet Socket address 
structure and calling BIND system call. Using BIND function, we associate the 
created  socket with a port on the local machine.  
# include < sys/socket/h> 

     struct sockaddr_in my_addr; //  Internet socket address structure 
 
  my_addr.sin_family = AF_INET;         // set the protocol family 
      my_addr.sin_port = htons(MYPORT);     // set PORT number you want to 
bind 
      my_addr.sin_addr.s_addr = htonl(INADDR_ANY);  // use my IP address  

int bind(int sockfd, const struct sockaddr * myaddr, socklen_t addrlen); 
Returns 0 on success and -1 on error. 
sockfd is the socket file descriptor returned by socket() .my_addr is a pointer to 
a struct sockaddr that contains information about server's address, namely, port 
and IP address. By specifying Wild card INADDR_ANY allows the server to 
accept connection on any interface 

addrlen is be set to sizeof(struct so ckaddr). 

by setting my_addr.sin_addr.s_addr  to INADDR_ANY, you are telling 
it to automatically fill in the IP address of the machine the process is running 



on. 

4) LISTEN() 

   The listen () is called only by the TCP server and it converts an 
unconnected socket   into a passive socket , indicating that the kernel should 
accept incoming connection request directed to this socket. 
The second argument to this function specifies the maximum number of 
connections the kernel should queue for this socket. 

    int listen(int sockfd,int backlog); 
    Returns 0 on success and -1 on error. 
 
5) ACCEPT() 

Accept() is called by the TCP server. Accept() is a blocking operation that does 
not return until a remote client has establish a connection. when it does 
complete, it returns a new socket that corresponds to this newly established 
connection. 

    Syntax :     int accept(int sockfd,struct sockaddr * cliaddr,socklen_t *addrlen); 
    Returns non-negative descriptor if OK and -1 on error. 
 

POST LAB ASSIGNMENTS: 
1) Explain sockaddr_in  and sockaddr structure. Explain the difference 
between these two. ? 
2) Explain the error “Address already in use”. 
3) What happens (in case of stream socket )when you run the client program 

without running  the server ? 
4) How do you run client-server program  

a) when you have only one machine ? 
b) When you have two different machines ? 

PRACTICAL : 3  
NETWORK SOCKET PROGRAMMING 

 
AIM : Implementing Client /Server model using Datagram socket (connectionless 
Sockets).Implementing a DayTime server utility using Datagram Socket. 
          
REFERENCES :  
Unix Network Programming :The Socket Networking API by W.Richard Steven 
 
THEORY: 
 Datagram sockets are also called connectionless. They are unreliable. If 
you send a datagram, it may arrive. It may arrive out of order. If it arrives, the 
data within the packet will be error-free. You don't have to maintain an open 
connection as you do with stream sockets. You just build a packet, slap an IP 
header on it with destination information, and send it out. No connection needed. 
They are generally used for packet-by-packet transfers of information. Sample 
applications: tftp , bootp , etc. 

 Datagram sockets use a protocol called UDP (User Datagram Protocol)P is 
a connectionless,unreliable,datagram protocol. Some popular applications are 
built using UDP : DNS ,NFS and SNMP for example. 
 
Unlike Stream sockets ,the client does not establish a connection with server. 
Instead, the client just sends a datagram to the server using the sendto function , 
which requires the address of the destination (the server) as a parameter. Similarly 
the server does not accept a connection from a client. Instead the server just calls 



the recvfrom function, which waits until data arrives from some client. recvfrom 
returns the protocol address of the client , along with the datagram, so the server 
can send a response to the correct client. 
 
ELEMENTARY OF DATAGRAM (UDP) SOCKET: 
Socket(), bind() as explained earlier. Two more premetives used are recvfrom() 
and sendto(). 
 
recvfrom and sendto function 
# include < sys/socket.h> 
ssize_t recvfrom(int sockfd, void *buff, size_t nbytes,int flags,struct sockaddr 
*source, socklen_t *addrlen); 
 
ssize_t sendto(int sockfd, const void *buff, size_t nbytes, int flags,const struct 
sockaddr *dest, socklen_t addrlen); 
 
�  The first three arguments represents socket descriptor , pointer to a buffer to 

read into or write from and the number of bytes to read or write 
respectively.Usually the flags are set to 0. 

�  The 'dest' argument for 'sendto' is a socket address structure containing the 
protocol address of where the data is to be sent (i.e destination). The size of 
this socket address structure is specified by 'addrlen'. 

�  The 'recvfrom'  function fills in the socket address structure pointed to by 
'source' with the protocol address of who sent the datagram. 

Both functions return the length of the data that was read or written as the value of 
the function. 
 
POST LAB ASSIGNMENT: 
1) What is the difference between connection oriented protocol and 

connectionless protocol. ? 
2) What happens( in case of datagram socket) when you start a client without 

starting the server ? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 

PRACTICAL  :  4 
    SLIDING WINDOW PROTOCOL 

 
AIM : To implement  sliding window protocol : Go-Back -N protocol. 
         
REFERENCES : Computer Network by Tannenbaum 
 
THEORY: 
 In stop -and -wait ARQ , the sender sends a frame and simply waits for an 
acknowledgment from the receiver. In other words ,for a sender there is only one 
outstanding frame , that is sent and waiting to be acknowledged. This is not a 
good use of transmission medium. To improve the efficiency , multiple frames 
should be in transition while waiting for acknowledgment. In other words we 
need to let more than one frames be outstanding.       
 In Go-Back-N ARQ , we can send up to W frames without waiting for 
acknowledgments. We keep a copy of these frames until the acknowledgments 
arrive. This method is also called pipeline protocol. This procedure requires 
additional features to be added to stop-and-wait ARQ. 
 
1) SEQUENCE NUMBER: 

Outbound frames from a sending station are numbered sequentially from 0 
to some maximum number. However ,because we need to include this 
sequence number in the header of the frame , we need to set a limit. If the 
header of the frame allows m bits for the sequence number, the sequence 
numbers can range from 0 to 2m-1.  For e.g. if m=3, the sequence numbers 
can range from 0 to 7 inclusive. However we can repeat the sequence 
numbers such as  
 0,1,2,3,4,5,6,7,0,1,2,3,4,5,6,7,0,1,2,.... 
 

2) SENDER”S WINDOW. 
At the sender , to hold the outstanding frames until they are acknowledged, 
we use the concept of a window. At any instant , the frames that fall within 
the sender's window are assumed to be sent but not yet acknowledged.  

�  In the following figure all the frames to the left of the window are those that 
have already been acknowledged and can be purged.  

�  Those to the right of the window cannot be sent until the window slides over 
them. 

�   Those fall inside are permitted to send . We keep the sent frames in the 
window until they are  acknowledged.  The window slides to include new 
unsent frames frames when correct acknowledges are received. 

The size of the window is at most 2m-1.When ever the acknowledgment 
arrives the window slides by one. 

                                                                   
3) THE RECEIVER'S WINDOW 
 The receiver also maintains the window. At any instant of time, the 
sequence numbers fall within the receiver's window can be accepted. When ever a 
frame arrives at the receiver , its sequence number is checked against the window. 
If the sequence number 



 is inside the receiver's window ,that frame is accepted and the corresponding 
acknowledgment is generated and the window is slide over by one. Any frame 
received with the sequence number that falls out side the window is simply 
discarded. 
The following figure shows the receiver's window. 
�  Sequence numbers to the left of the window indicate frames that have been 

received and acknowledged .  
�  Sequence numbers fall inside the window can be accepted. 
�  The sequence numbers fall out side the window are discarded. 
 
In Go-back-N ARQ,  if the receiver receive a bad frame , it discards all the 
subsequent frames and sends the NAK for the erroneous frame. Upon receiving a 
NAK , the sender retransmits the bad frame and all the subsequent frame again. 
 
 
 
 
 
 POST LAB ASSIGNMENT: 
1) What is the difference between GO-BACK-N and Selective repeat sliding 

window protocol ? 
2) What do you mean by piggybacking ? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

PRACTICAL  :  5 
    SHORTEST PATH ROUTING ALGORITHM  

 
AIM : To implement Shortest Path  Routing Algorithm. 
         
REFERENCES : Computer Network by Tannenbaum 
 
THEORY: 
 Shortest Path Routing , a static algorithm , works with the technique of 
building a graph of the subnet, with each node of the graph representing a router 
and each arc of the graph representing a communication line. The labels on the 
arcs could be computed as a function of the distance, bandwidth, average traffic, 
communication cost, mean queue length, measured delay and other factors. 
 Each node is labeled with its distance from the source node along the best 
known path. Initially, no paths are known, so all nodes are labeled with infinity. 
As the algorithm proceeds and paths are found, the labels change, reflecting better 
paths. A label can be either tentative or permanent. Initially all labels are 



tentative. When it is discovered that a label represents the shortest possible path 
from the source to that node, it is made permanent and never changed thereafter. 
 Consider the graph, where the weights represents distance and we want to 
find the shortest path from A to D. We start out by marking node A as permanent 
indicated by the filled in circle. Then we examine, in turn, each of the nodes 
adjacent to A, relabeling each one with the distance to A. Whenever a node is 
relabeled, we also label it with the node from which the probe was made so that 
we can reconstruct the final path later. Having examined each of the nodes 
adjacent to A, we examine all the tentatively labeled nodes in the whole graph and 
make the one with the smallest label permanent. This now becomes the new 
working node.  
 We now start at B and examine all nodes adjacent to it. If the sum of the 
label on B and the distance from B to the node being considered is less than label 
on that node, we have a shorter path, so node is relabeled. 
 After all the nodes adjacent to the working node have been inspected and 
the tentative labels changed if possible, the entire graph is searched for the 
tentative labeled node with the smallest value. This node is made permanent and 
becomes the working node for the next round. 
The five steps used in computing the shortest path from A to D. 
 
 
 
 
 
 
 
 

 
 
 
POST LAB ASSIGNMENT : 
1) List the various routing algorithms and classify them as adaptive and non-



adaptive. 
2) What are the metrics used for measuring path length?. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
    PRACTICAL  :  6 

    DISTANCE VECTOR ALGORITHM  
 
AIM : To implement Distance Vector Algorithm. 
         
REFERENCES : Computer Network by Tannenbaum 
 
THEORY: 
 Distance Vector Routing, a dynamic algorithm , operates by having each 
router maintain a table (i.e vector) giving the best known distance to each 
destination and which line to use to get there. These tables are updated by 
exchanging information with the neighbor's. 
 In Distance vector routing each router maintains a routing table indexed by 
and containing an entry for each router in the subnet. It contains two parts, The 
preferred outgoing line for that destination and an estimate of time and distance 
on the metric used might be the delay in msec. 
 Once every T msec each router sends to each neighbors a list of its 
estimated delays to each destination. It also receives a similar list from each 
neighbor. 
   A B C D 
   ° ° ° ° 
    
   E     F  G H 
   °     °  ° °   
 
 
   ° ° ° ° 
   I J K L 
 
   (a) Subnet 



 Imagine that one such list has arrived to one router from neighbor X with 
Xi being X's estimation of time delay to reach router i. If the router knows that the 
delay to X is 'm' msec, it also knows that it can reach router i via X in (Xi+m) 
msec. This updated information and the process of updation is as illustrated. 
 

TO A I H K 

A 0 24 20 21 

B 12 36 31 28 

C 25 18 19 36 

D 40 27 8 24 

E 14 7 30 22 

F 23 20 18 40 

G 18 31 8 31 

H 17 20 0 19 

I 21 0 14 22 

J 9 11 7 10 

K 24 22 22 0 

L 29 33 9 9 

 JA delay is 8 JI delay is 10 JH delay is 12 JK delay is 6 
 
   (b) Input From A,I,H and K 
Figure shows the delay vectors received from the neighbor's of router J. A claims 
to have a 12 msec delay to B, a 25 msec delay to C, a 40 msec delay to f etc. 
Suppose that J has measured an estimated delay to its neighbors A, I,H and K as 
8,10,12,and 6 msec respectively. 
     
 

New estimated delay from J Line 

8 A 

20 A 

28 I 

20 H 

17 I 

30 I 

18 H 

12 H 

10 I 

0 - 

6 K 

15 K 
    

c) New Routing table for J 



 
 
 
 
 
POST LAB ASSIGNMENT: 
 
1)What is count to infinity problem? 
2)What is reverse path forwarding? 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 PRACTICAL : 7 
 FILE TRANSFER PROTOCOL 

AIM : To implement File Transfer Protocol. 
 
THEORY: 
  FTP or file transfer protocol is a commonly used protocol for 
exchanging files over any network that supports the TCP/IP protocol ( such as the 



Internet or an intranet ). There are two computers involved in an FTP transfer: a 
server and a client. 
The FTP server, running FTP server software, listens on the network for 
connection requests from other computers. The client computer, running FTP 
client software, initiates a connection to the server. Once connected, the client can 
do a number of file manipulation operations such as uploading files to the server, 
download files from the server, rename or delete files on the server and so on. 
 
 FTP uses 2 TCP channels , port 20 is the data channel and port 21 is the 
command channel. FTP conducts all file transfer in foreground , instead of in 
background. By using TCP , FTP eliminates the need to worry about reliability.  
 
In the  basic file transfer protocol , the server accepts three commands from the 
client. 
1) GET filename : 

  Indicates that the existing file is to be transferred by the server to the client.  It 
also    supports MGET command that allows to receive multiple files from the 
server. 

2) PUT filename: 
 Indicated the specified file is to be transferred from the client to the server. It 
also supports MPUT command to put multiple files on the server.  

3) BYE: 
 Indicates that the client is closing the connection and exiting. 

 
The program implemented herr  allows the client application to get the requested 
file from the server.  
 
 
 
 
 
 
 
 
 
Algorithm:  
Client : 
1) Create a client socket. ( Use stream socket). 
2) Fill the socket address structure specifying address family , address of the 

server and port number. 
3) Execute connect () to connect to the specified server. 
4) Once connected, send the filename that you want to transfer  from the server 

machine. 
5) Receive the response from the server :  The requested file exist or not. 
6) If file does not exit , goto step (10). 
7) Open the requested file in write mode. 
8) Receive the requested file from the server character by character until EOF ( 

End of file ) is reached and write received character in to the file. 
9) Print number  of bytes received from the server. 
10)  stop. 
 
Server : 
1) Create a server socket.(Use stream socket) 
2) Fill the socket address structure specifying address family and port number. 



3) Execute bind(). 
4) Execute listen(). 
5) Execute accept(), since accept() is a blocking call it waits for the incoming 

connect request from any client. 
6) Upon receiving connect request from the client , server is released. Receive 

filename  from the client. 
7) Search the requested file and send appropriate message to the client. 
8) If file does not exist , goto step(11) 
9) Open the requested file in read mode. 
10)  send the file character by character until EOF is reached.  
11) Stop. 
 
 
POST LAB ASSIGNMENTS: 
1) Explain FTP third party transfer ? 

 
2) What is the difference between FTP and TFTP ( Trivial FTP) ? 

 

 
 
 
 
 
    PRACTICAL : 8  
   INSTALLATION OF LINUX  
  
AIM : To study installation of Linux. 
 
REFERENCES : Linux Red Hat manual , Computer Network by TanenBaum 
 
PROCEDURE : 
1. Anaconda : Starting configuration of installation. 
2. Language selection for further instructions : English 
3. Keyboard configuration : Keyboard model generic selected 
4. Mouse configuration : 3 button mouse selected 
5. Installation type: Tells us which type of network it is to be configured. 

E.g Gateway system 
       Internet server 
       Work station 
       server system  
       Laptop 
       Custom system 

Select Workstation option. 
6. Disk partition : Tells how the disk is to be partitioned. 
                             Manual : User partitions disk using disk drive 
                              Automatic: Automatically partitions  memory. 
Mount pt.           Device                    Requested                         Actual 
/boot                   hda1 
<swap>               hda 5 
  /home                hda 6 
                  Here /boot and <swap> have to be compulsorily allocated space on 
disk. 
Root of the places and directories are allocated . 



Choose partition to format: 
/dev / hda 5 
/dev / hda 1 / boot 
/dev / hda 7/home/ 
7. Network configuration: Choose your configuration by choosing network 

card and whether you like to configure using 
8. Account configuration: Here confirmation of account holder and his 

password is done where the  following details are entered. 
1) Root password 
2) Confirmation of password ( Retype) 
3) Account name 
4) Enter password and confirm. 
5) Full name of account holder again. 

9. Package group selection: Here packages to be added are selected E.g. 
GNOME ,GNAME KDE etc. 

 
   POST LAB ASSIGNMENTS: 

Q-1 What is Boot loader ? 
           In order to boot the system without a boot diskette, one usually need to 
install a boot loader. A boot loader is the first program that runs when a 
computer starts. It is responsible for loading and transferring control to the 
operating system kernel software. The kernel , in turn initializes the rest of the 
operation system. 
  The Linux installation program provides two boot loaders to choose from, 
GRUB ( Grand Unified Boot Loader) and LILO. GRUB is installed by default. 
GRUB can install variety of free operating systems, as well as proprietary 
operating system with chain loading. ( the mechanism for loading unsupported 
operating system, such as DOS and Windows). 
 LILO ( LInux Loader) is a versatile boot loader for Linux. It does not depends 
on a  specific file system, can boot Linux kernel images from floppy diskettes, 
HDD and  can even boot other O.S.  
 
Q-2  Explain IP address and subnet mask. 
Every host and router on the Internet has an IP address, which encodes its 
network and host number. The IP address assigned to each machine on the 
INTERNET must be unique. The Internet protocol defines a 32 -bit IPV4 
address. Five classes of IP addresses have been defined. 
 
The following table shows the number of networks supported by each class and 
number of host per each network. 
Class                            Networks                                Hosts / network 
A   128                                           16 millions 
B                                 16,384                                      64000 
C                                 2 million                                   256 
                                  
 
 
Subnet Mask : 
In the Internet literature, the parts of the internal network of any organization 
are called subnets. To implement subnet ,we can take some of the bits allocated 
for host to specify subnet number. For example in class B network last  two 
octets ( 16 bit) are usually used for host. We can take 6 of them to represent 
subnet number and rest 10 bits to represent host in each subnet.  This will allow 



us to create total 26  =  64 subnets each of which can have 2 10 hosts. 
E.g. Class B network  
 
  10 Network number  subnet      Hosts 
 
   1111111   1111111  11111100  00000000 
   
   Subnet masks are written in dotted notations or alternatively using / 
(slash) followed by the number of 1s in the ( network + subnet ) part. In the 
above example the  subnet mask is 255.255.252.0 or alternatively /22. 
The main router needs a subnet mast to indicate the split between (network + 
subnet) and host number. 
 
Q-3 Explain NFS and DNS. 
NFS ( Network File System)  
Network File System (NFS) is a way to share files between machines on a 
network as if the files were located on the client's local hard drive. Linux can be 
both NFS server, an NFS client, which means that it can export file system 
exported from other machines. NFS is useful for sharing directories or files 
between multiple users on the same networks. 
DNS ( Domain Name System) 
Although programs can refer to hosts , mailboxes and other resources by their 
network address , it is hard for people to remember all those numbers. 
Consequently ASCII names were introduced to decouple machine names from 
machine addresses. Because network only understands network address ,DNS 
is used to covert this ASCII string to network address. The application program 
calls a library procedure called the resolver passing host name as a parameter. 
The resolver then sends a UDP packet to a local DNS server, which then sends 
back corresponding IP address. 
 
 
Q-4 What is DHCP ? 
Given the Ethernet address , often a work station wants to know what is its 
corresponding IP address. DHCP ( Dynamic Host Configuration Protocol) 
allows both manual IP address assignment and automatic IP address 
assignment. It is described in RFC( Request for comments) 2131 . 
DHCP is usually used when a disk less work station is booted , it may wants to 
know its IP address. To find the IP address , a newly booted machine 
broadcasts a DHCP DISCOVER packet. The DHCP relay agent on its LAN 
interprets all DHCP broadcasts. When it finds a DHCP DISCOVER packet, it 
sends the packet as a unicast to the DHCP server, possibly on a distant network. 
The DHCP server then assigns the IP address from a pool of free addresses and 
sends that address to the newly booted machine. The following figure shows 
the procedure. 
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Computer networking devices are units that mediate data in a computer network. 



Computer networking devices are also called network equipment, Intermediate 
Systems (IS) or Inter networking Unit (IWU). These devices operate in different 

layers.  
 
Repeaters: 
 
 A repeater is an electronic device that operates only on the physical layer 
of OSI model. Signals that carry information within a network can travel a fixed 
distance before attenuation endangers the integrity of data. A repeater installed on 
a link receives the signal before it becomes too weak or corrupted, regenerate the 
original bit pattern and put a refreshed copy back on the link. A repeater allows us 
to extend the physical length of the network. The portions of network separated 
by repeaters are called "Segments". The repeater does not change the functionality 
of the network in anyway.  
         The two sections connected by repeater; if station A sends a frame to station 
B, all stations(including C and D) will receive the frame just as they would 
without the repeater. It does not have the intelligence to keep the frame from 
passing to the right side when it is meant for a station on the left. The difference is 
that, with the repeater station C and D receives a true copy of the frame than 

would otherwise have been possible. 
 
Bridges: 
 
 Bridges operate in both physical layer and data link layer of OSI model. 
Bridge 



can divide large networks into smaller segments. They can also relay frames 
between two originally separate networks. In this way they filter traffic, a fact that 
makes them useful for controlling congestion.  
 A bridge operate at data link layer giving access to the physical addresses 
of all stations connected. when the frame enters a bridge, the bridge not only 
regenerates the signal but checks the address of the destination and forwards only 
the new copy to segment to which the address belongs. As a bridge encounters a 
packet, it reads the address contained in the frame and compares with the table of 
stations on both the segment. When it finds a match it discovers to which segment 
the station belong and relays packet only to that segment. 
 
Types of Bridges: 
 i> Simple Bridge: 
  These are the most primitive and least expensive bridges. A Simple 
bridge links two segments and contains a table that lists the addresses of all the 
stations included in each of them. Primitive because the address must be entered 
manually. Any change or removal of bridge, table must be changed. The logic 
included in a simple bridge is of pass/no pass variety, a configuration that makes a 
simple bridge straight forward inexpensive to manufacture but installation is 
tedious. 
 

 
 
 
 
 
 ii> Multi port Bridge: 
  A multi port can be used to connect mare than two LAN's. In this 
figure bridge has 3 tables, each one holding physical address of stations reachable 
through corresponding port. 
 
 iii> Transport Bridge: 
  Today's Bridges are transport bridges, they can be easily installed 
between two segments of LAN. A bridge table is originally empty but as soon as 
bridge receives and forwards packet, it creates entry in its table with the source 
address and the arriving interface. From then on, the bridge knows that every 



packet to that destination departs from that interface. The bridge also records 
information about the destination using the information contained in the packet. 
   
Routers: 
  
 A router is a three-layered device; it operates in physical, data link, and 
network layer. As a physical layer device, it regenerates the signal it receives. As 
a data link layer device, the router checks the physical address(source and 
destinations) contained in the packet. As a network layer device, a router checks 
the network layer addresses(addresses in IP layer). 
 A router is an internetworking device; it connects independent networks 
together to form a internetwork. The two network connected by router become an 
internetwork or internet. 
 

 
  Router route packet from one network on a internet to  any number of 
potential destination network on the internet. Router acts like station on a 
network. But unlike most stations, which are members of only one network, 
routers have addresses on, and links to, two or more networks. 
 The major difference between a router and a repeater or a bridge is: 
i> A router has a physical and logical(IP) address for each interfaces. 
ii> A router acts only on those packets in which the destination address 
matches the address of the interface at which the packet arrives. 
iii> A router changes the physical address of the packet (both source and 
destination) when it forwards the packet. 
 
Gateway: 
 Gateway potentially operate in all seven layers of OSI model. A gateway 
is a protocol converter. A router by itself transfers, accepts and relays the packets 
only across different networks using similar protocols. A gateway on the other 
hand can accept a packet formatted for one protocol ans convert it ti a packet 
formatted for another protocol. A gateway is generally a software installed within 
router. The gateway understands the protocols used by each network linked into 
the router and is therefore able to transfer from to another. In some cases, the only 
modification necessary are the headers and trailers of the packets. 
 



 
 
 
Switches: 
 Traditionally a switch is a device that provides bridging functionality with 
grater efficiency. A switch may act as a multi port bridge to connect devices or 
segments in a LAN. The switch normally has a buffer for each link to which it is 
connected. When it receives a packet, it stores a packet, it buffers of the receiving 
link and checks the address. If outgoing link is free the switch sends frame for that 
particular frame. 
 Switches are made on two different strategies: 

 
�  Cut-through switches. These switches only examine the address in the 

MAC header. The switch consults its MAC address look-up table to 
decide which port to forward the frame to. It then creates a virtual link 
(point-to-point connection) and forwards the frame. Cut-through switches 
do not examine the frame's check sequence (cyclic redundancy check) to 
ascertain if it is corrupt, therefore they can forward corrupted data. The 
destination will then request a retransmission. This, and the resultant 
retransmission will increase network traffic. 

�  Store and forward switches. A store and forward switch reads the whole 
incoming frame into a buffer and calculates its own frame check sequence. 
The switch then compares its CRC figure to the frame's CRC. If the two 
CRCs are the same, the switch will consult its address look-up table, create 
the virtual link and then forward the frame. Store and forward is slower 
than cut-through, but it won't forward corrupted frames. 

�  Error-free cut-through switches. These switches read the MAC address 
and the CRC for each frame. If the CRC is correct, the switch configures 
its port for cut-through (fast) switching. If the CRC is incorrect, the switch 
configures its port for store and forward (error-checked) switching. As the 
amount of corrupted frames diminishes to a pre-set threshold, the switch 
will reconfigure the store and forward port back to cut-through.  

 
Hub: 
 A hub is a multi port repeater, it is used to create connections between 
stations in physical star topology. Hubs can also create multiple levels of 
hierarchy. When a packet arrives at one port, it is copied to the other ports so that 
all segments of the LAN can see all packets. 
 A passive hub serves simply as a conduit for the data, enabling it to go 
from one device (or segment) to another. So-called intelligent hubs include 
additional features that enables an administrator to monitor the traffic passing 
through the hub and to configure each port in the hub. Intelligent hubs are also 
called manageable hubs.  
A third type of hub, called a switching hub actually reads the destination address 
of each packet and then forwards the packet to the correct port.  
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